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1. Conventions and Abbreviations

1.1. Designations

The document uses conventional symbols (icons) located on the left side of the page
to highlight critical information. The list of the conventional symbols used in this
document can be found below:

Table 1. Graphical symbol

Indicates a warning that special attention should be paid to a particular section of the
document.

paid.

Indicates a warning about critical information to which special attention should be

Indicates a note or a piece of explanatory information.

Indicates an example text from the system console, report or other source.

K [ = 2

Indicates a tip that saves time and helps the user to work more efficiently.

Indicates a reference to an external document (e.g., specification or other resource)
where more detailed information or description can be found.

&

Indicates a screenshot demonstrating a respective part of a text.

1.2. Reductions

Table 2. Reductions

Reduction

Description

SIP

The Session Initiation Protocol (SIP) is a communications protocol for
signaling, for the purpose of controlling multimedia communication
sessions. Internet telephony, business IP telephone systems, service
providers and all of the carriers use SIP

VolP

Voice over Internet is a methodology and group of technologies for the
delivery of voice communications and multimedia sessions over Internet
Protocol (IP) networks, such as the Internet

TDM

Time-division multiplexing (TDM) is a method of transmitting and receiving
independent signals over a common signal path by means of synchronized
switches at each end of the transmission line so that each signal appears on
the line only a fraction of time in an alternating pattern. It is used when the
data rate of the transmission medium exceeds that of signal to be

www.terratel.eu
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Reduction Description

transmitted

El Standard of digital transmission of data

D-Channel D channel (delta channel) is a telecommunications term which refers to the
ISDN channel in which the control and signaling information is carried

PSTN The public switched telephone network (PSTN) is the aggregate of the
world's circuit-switched telephone networks that are operated by national,
regional, or local telephone operators, providing infrastructure and services
for public telecommunication. The PSTN consists of telephone lines, fiber
optic cables, microwave transmission links, cellular networks,
communications satellites, and undersea telephone cables, all
interconnected by switching centers, thus allowing most telephones to
communicate with each other

SNMP Simple Network Management Protocol

CDR Call Detail Record

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Service

HTTP Hypertext Transfer Protocol. Refer to IETF RFC 1945 and RFC 2068

IP Internet Protocol. An Internet network-layer protocol

MG Media Gateway. Provides the bearer circuit interfaces to the PSTN and
transcodes the media stream

RADIUS Remote Authentication Dial-In User Service. An internet protocol (IETF RFC
2865 and RFC 2866) originally designed for allowing users dial-in access to
the internet through remote servers. Its flexible design has allowed it to be
extended well beyond its original intended use

RTP Real-time Transport Protocol. A protocol for encapsulating encoded voice
and video streams. Refer to IETF RFC 1889

RTCP Real-Time Control Protocol

TCP Transmission Control Protocol

uDP User Datagram Protocol. A connectionless protocol built upon Internet

Protocol (IP)

www.terratel.eu
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2. Copyright

COPYRIGHT NOTICE
The information contained in this document may be altered without notice and does
not constitute an obligation on the part of the manufacturer.

In any event, the manufacturer shall not be liable for direct, special, incidental or
indirect losses incurred as a result of the use or inability to use the equipment or
documentation, even if such losses are notified.

This document contains confidential copyrighted information. All rights are
protected. No part of this manual can be reproduced by any mechanical, electronic
or other means in any form without the manufacturer's prior written permission.

TRADEMARKS

All registered trademarks and product names mentioned herein are used only for
identification purposes and may be trademarks and/or registered trademarks of
their respective owners.
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3. Introduction

The network system for monitoring the parameters of digital devices from the
TERRATEL Company, hereinafter referred to as the specialized software "TTA
Monitor", allows you to control and timely inform about the key parameters of the
operation of digital devices, including availability, bandwidth, as well as inform
about the occurrence of emergency events.

TTA Monitor software is a specialized network monitoring system for servicing up to
500 digital devices (network elements) manufactured by TERRATEL.
It supports the following network elements:

- SIP/E1 Media Gateway;

- iDLU Gateway;

- SFP VolIP Converter;

- TTA-08.

. TTA Monitor

TTA Monitor uses the SNMP protocol to work on the network.

SNMP (or Simple Network Management Protocol) consists of three key components:
managed devices, agents, and network management systems (NMS). SNMP is a set
of standards for communicating with devices on a TCP/IP network.

TTA Monitor software allows:
when administering
- creating and editing network elements;
- automatic completion of information related to network elements;

with remote maintenance and monitoring of network elements
- display system information of the device;

www.terratel.eu Page 8 of 42
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- display the status of a network element;

- display the status of interfaces E1, Ethernet and SIP channels;

- software version control;

- logging of emergency events or changes in device status to the database file.

This guide will introduce you to the basics of working with TTA Monitor software.
The information contained in it is enough to immediately begin work.

Quickly read the manual before starting work, and then refer to the necessary
sections for reference information using the table of contents.

4. Installing, Removing Software
4.1. Install software

To start the process of installing the TTA Monitor software, use the Setup.exe file.

The installation process is implemented as an installation wizard with a sequence of
dialog boxes that contain a series of clearly defined installation steps. Follow the
instructions of the installation wizard.

To continue the installation and go to the next step, click the «Next» button, to
return to the previous step, use the «Back» button, and to cancel the installation
and complete the wizard, click the «Cancel» button (Figure 1).

Figure 1. Software Installer - Start Installation

. 5
ﬁ 4 Installing TTA Monitor 2 - 2.1.5 (e
| Choose Install Location
3 Choose the folder in which to install TTA Monitor 2.

Setup will install TTA Monitar 2 in the following folder. To installin a
different folder, dick Browse and select another folder. Click Next to
continue.

At least 23,98 Mb of free disk space is required.

Destination folder

D:\TTA Monitor 2

 Mext> | [ Cancel
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Upon completion of the installation wizard, click «Finish» (Figure 2).

Figure 2. Software Installer - Complete Installation

. ™
— i Installing TTA Monitor 2 - 2.1.5 = =
i G

Completing the TTA Monitor 2
Setup Wizard

TTA Monitor 2 has been installed on your computer,

Click Finish to dose this wizard.

Launch TTA Monitor 2

Cancel

4.2. Removing software

To uninstall a program, use the operating system component in the control panel -
«Programs and components» or the «Uninstall Gateway Monitor» shortcut in the
start menu, if one was created when installing the software (Figure 3).

Figure 3. Uninstalling a program - shortcuts

e [ [ESYIE =)
=% - -
° fﬁ aai e @uv‘ €« BcesnemenTsl na... b [NporpaMmel M KOMNOHEHTE! - |4, ‘ ‘ Mouck: Mpozpasessi U KOMNOHEHMb! pel |
......... Eo
LB Marens ynpasnenns - y
2 A AOMALLHAR CTREHNLE AaNeHWe MaK USMEHEHWE NporpamMmbl
. TTA Monitor 2 Nna 6 "y "
A I YAANEHNS NPOrPamMMbl BbiBEPUTE £ B CNNCKE W LLENKHWTE "YaanuTs",
¥4 TTA Monitor 2 Elg:;:nf::n;craﬂoanemblx "Wsmenuts” nan "BocctanosuTs”
W S Uninstall TTA Monitor 2 J
_—E L\'\S, £ [ BNIOUEHNE WK OTKMOYEHIE .
- komnonentos Windows Ynopapouuts ¥ = @
— B Wiran Wzaatens o
S i T T TN e -
a S R L UTErT = B
4 Hasa " [N F L Ny TR W " T R
. B i TR P il .
Haiimu npozpasme: u daiias: 2| & Thapazars I i1
= TTA Monitor 2 - 2.1.5 % Terratel LLC
B . g e
L, el
SRR awi's gz [
o SRR bl el
g T T n Ll o

4 | I |

3

"/ YcTaHOBNeHHEle nporpamMmel MNonxelii pasmep: 14,4 76
P.“J_ YcraHoeneno nporpamns: 176

The software removal process is also implemented as a wizard with a series of dialog
boxes.
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To start the uninstall process, click the «Uninstall» button, and to cancel the
uninstallation and complete the wizard, click the «Cancel» button (Figure 4).

Figure 4. Uninstalling software

=+ Uninstall TTA Monitor 2 - 2.1.5 = — %

1 Uninstall TTA Monitor 2
T Remaove TTA Monitor 2 from your computer.

TTA Monitor 2 will be uninstalled from the following folder. Click Uninstall to start the
uninstallation.

Uninstalling from:  D:TTA Monitor 2}

. Uninstall | [ Cancel ]

Not all data from the software directory is deleted. At least the database
file is not deleted - database.db3.
The decision to delete or leave this data is made by the responsible person.

5. The basics of working with software

After installing the software, according to the path specified during the installation,
a directory is placed on the disk of the personal computer, for example: D:\TTA
Monitor 2, which contains subdirectories, executables, dynamic libraries, and
configuration files.

5.1. Start of the program

An executable TTA Monitor 2.exe file is used to start the program, which is located
in the specified, during installation, directory, shortcut on the desktop or in the
«Start» menu (Figure 5).
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Figure 5. Shortcuts to launch the software

R T

=, e S e e

A o Ll
TTA Monitor

2

| il
frer g -
. el e . Bmma B
Wal,
16:06 § TR —
a [y )
¢ N2 O 05000 | TTA Menitor 2

B TTA Monitor 2

= Uninstall TTA Monitor 2
|
="

, o e e

ol B e |

Hazag

| Halimu npozpammsl u Gailae

Note. At the first start of the program, additional files and directories
necessary for the operation of the software can be automatically created.

5.2. Interface description

The «TTA Monitor» software has a standard single-window interface, which is the
main form, divided into several functional areas, with openable child forms (Figure

6).

www.terratel.eu
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Figure 6. The program interface «TTA Monitor»

= TTA Monitor =)
= - T ER
+ = = )
r o = = |=@ L )
B BEXECHBLO EEG B>
+ Objects History )| Log) | ® Etalon 5.100 8 Q
« ] Paint_1
Point_2\Etalon 5.100
D Point_1_1
o B o2 [# Monitoring | [ Statistics | % Settings | o
8 etaion 5100 stub
Name: State: Type: Sound:
kommara e [ )
Wheiip #1 oS [ ) ([Fiefignter -
Wheiip #2 S [ ) ([Fooding -
@ e 3 e
%, °C, V ['g Add objects =<
External temperature, °C Name object: | Point_3] -
Humidity sensor, % -
attery voltage, v =
Input monitoring 220V
Name: State: Cantrol:
[aTumk 2208 #1 Inactive Inactive -
04.03.2021 16:14:18 - Stub 0 is in the normal state
04.03.2021 16:14:18 - Stub 1 is in the normal state
04.03.2021 16:14:18 - Stub 2 is in the normal state
04.03.2021 16:14:18 - Stub 3 is in the normal state
04.03.2021 16:14:18 - The humidity sensor is in the normal state
04.03.2021 16:14:18 - The temperature sensor is in the normal state
04.03.2021 16:14:18 - Normal operation of the sensor 220V input #1
04.03.2021 16:14:18 - Inactive sensor 220V input #2

The following interface elements are labeled in the figure:

Toolbar («1»)

Group of monitoring devices («tree» objects — «2»)

Tabs of open devices («3»)

Tabs of the monitoring sections relative to the selected device («4»)
Child forms of setting up and informing («5»).

uhwheE

5.3. Menu panel items

The main action with the «TTA Monitor» software is carried out using the menu bar
items (Figure 7).

Figure 7. Elements of the menu bar
e [ I, 2, 0
BEXEEBELOEEO B

The following buttons are located on the menu bar - Table 3.

Table 3. Elements of the menu bar

Menu item Tooltip Short description
Add new object In the "tree" of objects creates a new group (directory)
G for grouping devices
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Menu item

Tooltip

Short description

Add new device

Creates a new device in the "tree" of objects relative to
the selected group or outside the group

K | i

Stop / Star
Communicating

Stop / Resume monitoring for the selected device

Gl

Edit device or object

For a group - editing the group name, for a device -
editing all parameters of the selected device (if editing
parameters is provided for the selected device)

I
h

Remove device or
object

Removes the selected device or device group with all
content

Collapse or expand all

Collapses or expands the contents of the "tree" of

]

= branches objects

- Confirm all notification | Confirmation of familiarization with all, at the moment,
_é events service messages about the events that have occurred

on all monitored devices

History Opening the history tab and searching for information
@ by the specified parameters
Notification Configuring an external modem and parameters for
E sending voice, SMS and E-mail notifications about
events
N Mute Enabling / Disabling the sound signal when an
‘é}: emergency event occurs or the device states change
- About Information about the current software version and
1 technical support
Exit Shutting down the software

5

5.4. Device group

All monitored devices in the main program window are presented in the form of a
«tree».

The tree displays the monitored devices that can be placed to the «root» of the tree
or in groups (folders) (Figure 8).

www.terratel.eu Page 14 of 42


http://www.terratel.eu/

TTA Monitor v.2 User Manual 1/_"ERRATEL

Figure 8. Device tree

o "= mavoneor
REX 5 0 BHE|

+ |Objects|

4 g Point

77 Point_1_
Lo vor Root element of the
« g Foint2 device tree
M Etalon 5.100
Lo sre

To add a group, use the menu bar button — «Add new object». In the existing tree,
select any previously created element or root element of the tree relative to which a
new group will be created and click «Add new object».

On the add form, indicate the name of the group to be created (Figure 9).

Figure 9. Form for adding a new group

i ™y
- ['4 Add objects ==

Name object: Point_3

I oK ] [ Cancel

To save a new group, click «OK». To cancel saving - click the «Cancel» button or the
standard button to close the window B3

The created group is immediately displayed in the device tree.

" For example. Before adding a new group, the group ~ # Objects

4| «Point_5" is selected in the element tree. Added a + [0g Point1

new group «Point_6». > [g Point_2
771 Point_3

A\

=

Point_4

E Point_5
M sSFP
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The created group "Point_6" will be placed inside the =~ # Obiects
group «Point_5». Le Point_1
g Foint_2
L] Foint_3
"7 Point_4
4 7] point_s

771 Point_6

_M sFp

[i] All group names, including the root element, can be renamed using the
button on the menu bar — «Edit device or object».

5.5. Adding a new device

To add a new device to the monitoring program, use the button on the menu bar -
"Add new device".

Figure 10. Adding a new device - equipment type

. Lt Add new device @
Type of devices to be added:

@ Add Digital VoIP Gateway device

) Add SFP VoIP Converter device

) Add TTA-08 device

J

On the open form, select the type of device to add (Figure 10) and to go to the next
step - click the "Next" button. To cancel adding - click the "Cancel" button or the
standard button to close the window S

5.5.1. Add VolP Gateway Device

When adding a VolP gateway device, specify the device name, its IP address and a
short description (Figure 11).
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Figure 11. Adding VolP gateway device

-
. (%] Add new device I@

Name device: Device_1

Enter IP address:

Description

< Back ][ Finish ” Cancel

To save the device, click the "Finish" button, to return to the previous step, use the
"Back" button, and to cancel the addition, click the "Cancel" button or the standard
window close button S

After saving the data, the new device is displayed in the "tree" of devices and is

connected to the device.

5.5.2. Adding a TTA-08 device

When adding a TTA-08 device, you are offered to choose one of three options for
adding (Figure 12):

1) Set the parameters manually;
2) Copy the basic settings from the connected devices;
3) Connect to an existing device.
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Figure 12. Adding a TTA-08 device - options for adding

r 1
.EE 2] Add new device @

Choosing a method for entering parameters for a TTA-08 device:

@ Set the parameters manually
() Copy the basic settings from the connected devices

) Connect to an existing device

< Back ][ Next = ][ Cancel

To go to the next step, click the "Next" button, to return to the previous step, use
the "Back" button, and to cancel the addition, click the "Cancel" button or the
standard window close button 5

To save the device, use the "Finish" button.

5.5.2.1. Adding a device with all parameters set

When adding a TTA-08 device with all the parameters set, after clicking on the
"Finish" button, a new configuration (monitoring) window opens with various tabs:

- Monitoring;

- Statistics;

- Settings.

Directly to configure a new device used "Monitoring" Tab (Figure 13) and "Settings"
Tab (Figure 14).

www.terratel.eu Page 18 of 42


http://www.terratel.eu/

TTA Monitor v.2 User Manual 1/_"ERRATEL

Figure 13. Adding a TTA-08 device - "Monitoring" tab

FelMonitoring | |n, Statistics | 4 Settings |

h—;"
“®, Stub

Name: State: Type: Sound:
B
=
8
8

%, °C, V
Lower threshold Current value Upper threshold

External temperature, °C D| = 0 =

Humidity sensor, % 0 z 0 z

Battery voltage, V 0,00 = 0,00 =

Input monitoring 220V

Name: State: Control:
Save

Reset

5
&
2
<
&
1

Figure 14. Adding a TTA-08 device - "Settings" tab

EMonituring | H]L,_Stat\st\w | '@'Settmgs |

() General Settings

Device name: |

Serial number: 00:NO:__:IN:FO:00 Software version; _NOT_RECEIVED_

Network Authentication

IP address: Admin login:

Metwork mask: X

Admin password:
Default gateway address:

User login:
DNS server address:

User password:
DHCP o

Protocols and Services

[7] Registration on the Monitor server using an Ethernet network ... [ Support for SMTP (email notification) using Ethernet network -
[C] Registration on the Monitor server using GPRS communication | ... [C] Support for Telnet data translation - R5232 E]
[C] Support for SNMP queries and issuing traps ... | [C] Support SMS notifications [Z]

On the indicated tabs, configure the sensors and the device according to real
operating conditions.

[i] At a minimum, you must specify the name of the added device (Device
name) in order to quickly find the device in the future and complete its full
configuration.

To save the changes made, use the "Save" button.

When saving data, if the values of the network parameters are specified
correctly and there is a connection with the added device, the changed
data is saved in the device, and also saved in the configuration file of the
"TTA Monitor" software.
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[i] The parameters on all tabs of the selected device correspond to the
parameters on the tabs of the web interface.

5.5.2.2. Adding a device and copying parameters

To add a new TTA-08 device based on the existing one, use the method of adding
with copying the parameters. In this case, the tree of monitoring objects becomes
available (Figure 15).

Figure 15. Adding a TTA-08 device - selecting a device for copying

g ™
[£] Add new device [

Select device
4 Objects
a4 [ Point_1
[ Point_1_1
4 [ ] Point_2
L% Etalon 5.100 I:E
] Point_3
1 Point_4
4[] Point_5

] Point_6

[ < Back ” Finish ” Cancel l

In the device tree, select the connected device from which you want to copy all the
parameters and click the "Finish" button.

After clicking the "Finish" button, a new form with device parameters opens (Figure
16). It is necessary to specify the real IP address of the added device, edit the name
of the device and, if necessary, correct other parameters of the device and sensors.
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Figure 16. Adding a TTA-08 device - parameters

|EMonitoring | I, Statistics | 18 Settings |
ﬁ General Settings
|

Device name:

Serial number: 00:NO:__:IN:FO:00 Software version: _NOT_RECEIVED_
Network Authentication

IP address: Admin login: admin

Network mask: 255.255.0.0

Admin password: esses

Default gateway address: 192.168.5.1
User login: user

DNS server address: 192.168.5.1
User password:  eseee
DHCP O

Protocols and Services
[T] Registration on the Monitor server using an Ethernet network ... | [C] Suppart for SMTP (email notification) using Ethernet network
[”] Registration on the Monitor server using GPRS communication ... | [C] Support for Telnet data translation - R5232

Support for SNMP queries and issuing traps E] [C] Support SMS notifications
Reset

5.5.2.3. Adding a configured device

For the case when you need to add an existing, configured and working device to
the monitoring program, use the "Connect to an existing device" addition method.

When adding, enter the IP address of the device to be added and click the "Finish"
button (Figure 17). The added device will be displayed in the monitoring device tree.

Figure 17. Adding a TTA-08 device - IP address of an existing device

[*] Add new device &J
Connect to an existing device:
Enter IP address: 192.168.5.100]
< Back ] [ Finish ] l Cancel
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6. Monitoring

When the TTA Monitor software is running, regardless of the type of device, when
an "emergency" event occurs, when the states of a device or loops change, the main
program window can "pop up" on top of other running programs, "blink" with the
application icon in the taskbar.

In the main window, in the "tree" of monitored devices, those devices on which
"emergency" events are recorded are highlighted (Figure 18). A sound signal is sent
to the sound card of a personal computer, the name of the tab of an open device is
blinking in "red" color.

All actions described above are intended to draw the attention of technical
personnel to the situation that has arisen.

Figure 18. Informing - devices with an "emergency" situation

BEXFEEHLEO BEQM@>

4 Objects @A B | @vor[) | ®sFel] | @ Ealons.100
4 [ Foint_1 ot 3\TTA08
7] Point_1_1 -
; VoIP Monitoring | |, Statistics | 4 non-emergency
T emergency device )
4 | g Paint_2 Stub device
M Etalon 5.100 Name: State:
4 Foint_3 . |
B P N e amaty
S oo I Vomaly
a :_. Point_4 device with the
; TTA-08 device switched off loops
_ = . Inactive
< B Point_5
"1 Point_6 %, °C, V
; Device_1 Lower threshold Current value
(= ° - o
é SFP External temperature, °C 15 : |
Humidity sensor, % 20 H I
0,00 S0
emergency device
o y 220V
State:

Name:

The technical personnel should familiarize themselves with the information received
and, if necessary, take measures to eliminate the situations that have arisen for
each device.

To obtain information on the selected device, you need to move the mouse pointer
in the "tree" of devices to the position of interest and double-click the left mouse
button to open the monitoring tab of the selected device.
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Figure 19. Monitoring tab of the selected device
rs‘ TTA Monitor = | O
§0 QEECEEIFCEL T
4 Objects History £ [ Log) | @ Ewlons.100() | @ vor[) | @ sFPE m
4 e Point_1 —
T Point_1_1 SFP o 0
— BT o
4 [ point_2 Device type: SFP 1P address: 192.168.13.101 S/M: 00:50:c2:2:22:22 Board revision: 2
L8 Etlon 5.100 Temperature: 56 °C
i Point_3 Memory total: 591 KByte
[ point_a Memory used: 61 KByte
[ point_s Up Time: 15 day 6:43:50
8 see
8 pevice_1

10.03.2021 14:14:41 - DC channel0 failed
10.03.2021 14:14:41 - E1 Port0 failed

The main tab (Figure 19) - “1” of the selected device contains additional tabs:

- information area - “2” with a text description of the events that have
occurred;
- button to turn off the sound signal for the current device - “3” — «Disable

alarmpy;

- button to go to the WEB-interface of the selected device — “4”.

(i)

(i)
(i)

The sound signal will stop being given and the color highlighting in the
“tree” of devices will be removed when the maintenance (technical)
personnel press the button "Disable alarm" - “3”. Thereby confirming that
the personnel are aware of this event.

The sound signal and color highlighting of the device in the device "tree"
will resume when the next event occurs.

It is possible to simultaneously confirm familiarization with all messages for

all monitored devices. In this case, the button of the main menu bar is used
I

"Confirm all notification events" - —@ .

Note. The number and content of additional tabs of the selected device
(Figure 19)-“5”, depends on the type of the selected device. A brief
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description is given below.

6.1. Digital VolP Gateway

[i] This section provides a brief description of the Digital VolP Gateway device
tabs (called Digital VolP Gateway can be SIP \ E1 Gateway, iDLU Gateway,
PCM-30 Multiplexer, Signaling and Protocol Converter).
For details, refer to the appropriate device documentation.
To configure the device, use the WEB interface, and to go to the WEB

interface of the selected device, use the transition button - .

6.1.1. Device Parameters

The "Device Parameters" tab displays real-time system status, call statistics
(Statistics), device IP address, serial number, firmware version, memory status,
temperature and media processor status (Temperature, Mediacore), Ethernet status
(Figure 20).

Figure 20. Tab — "Device Parameters"

—
Point_1\VoIP
ﬁ Device Parameters | El Interface | TDM Interface | SIP Interface

Device type: Media gateway IP address: 192.168.13.201 SNz 00:50:c2:f2:c0:60 Software version: 1.1
Statistics Memory Temperature
Success calls: 0  Total Memory: 498 MByte Media Core 0: 55°C
Normal calls: ] Used Memory: 380 MByte Media Core 1: 57°C
Fail calls: 0  Total Memory on SD: 1760 MByte Input Air: 49°C
- ch: ] Used Memory on SD: 224 MByte Environment: 28°C
- mifr: 0 Mediacore Ethernet
-ip: o
- dec: 0 Media Core 0: 0K LAN 0: Down
- ovf: ]
Up Time: 0:00:26 Media Core 1: 0K LAN 1: uUp

Table 4. Call statistics

Success calls Successful Conversation Calls
Normal calls | Successful dialers without speaking
Fail calls Failed calls due to:
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-ch (channel error)

-mfr/-ip (frequency exchange error)
-dec (decade set error)

-ovf (overflow or insufficient memory)

6.1.2. E1 Interface

The "E1 Interface" tab displays a map of E1 ports and the current state.

An explanation of the possible states of the E1 interfaces is given in the "Legends"
block.

Figure 21. Tab - "E1 Interface"

. -y
n-%" Point_1\VoIP
(J Device Parameters | E1 Interface | TDM Interface | SIP Interface |

Legend

v M EL DOWN (LOSS) D-Channel UP Not Used
[ &1 reser [ E1 DOWN (AISS|RAIS) || D-Channel DOWN ot Installed

o1 2 3 4 5 6 7 8 910 11 12 13 14 15
El status: EEEEEEEEEEEEEEEDE
D-channel status: .............

6.1.3. TDM Interface

The "TDM Interface" tab displays the TDM channel map and current status (Figure
22).

An explanation of the possible states of TDM channels is given in the "Legends"
block.
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Figure 22. Tab — "TDM Interface"

Point_1\VoIP

‘ Device Parameters | E1 Interface | TDM Interface ‘ SIP Interface |

Legend
Idle .Active .E\ock Busy .Sync DSignaI notused

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 20 30 31
revo T

rev-1 [T

PCM-2

rev-3 [l

rcv2 [l

rcv-s [l

rem-s [l

rcv-7 [

rcv-s [l

rev-o [l

rcv-10 [l

rcv-11 [l

rev-12 [l

pcv-13 [l

v AN B EEEEEEEEEEEEEEEEEEEEEEEEEEEN
v HEE BN EEEEEEEEEEEEEEEEEEEEEEEEEN

6.1.4. SIP Interface

The "SIP Interface" tab displays the SIP channel map and current status (Figure 23).

An explanation of the possible states of SIP channels is given in the "Legends" block.

Figure 23. Tab — "SIP Interface"

Point_1\VoIP Lo

Device Parameters | E1 Interface | TDM Interface | SIP Interface |

Legend
Idle .Acnve .Amve .Block Busy I:‘Test notused

01 2 3 4 5 6 7 8 9 10111213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38
DSP core-0
DSF core-1
DSP core-2
DSF core-3
DSF core-4
DSP core-5
DSF core-6
DSP core-7
DSP core-8
DSF core-9
DSP core-10
DSP core-11
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6.2. SFP VoIP Converter

[i] This section provides a brief description of the SFP VolP Converter device
tabs. For details, refer to the appropriate device documentation.
To configure the device, use the WEB interface, and to go to the WEB

interface of the selected device, use the go button - .

6.2.1. System

The "System" tab displays the device type and IP address, serial number, firmware
version, memory state, media processor temperature, device operation time since
power on or last reboot (Figure 24).

Figure 24. Tab — "System"

o
ﬁ System | Status

Device type: SFP IP address: 192.168.13.101 S/N: 00:50:c2:f2:22:22 Board revision: 2

Temperature: 58 °C
Memary total: 591 KByte
Memory used: 61 KByte

Up Time: 15 day 7:35:58

6.2.2. Status

The "Status" tab (Figure 25) displays:

- the current state of the E1 port (E1 interface status) and the signaling
channel (D channel status);

- PCM / SIP channel map and current state;

- call statistics.

www.terratel.eu Page 27 of 42


http://www.terratel.eu/

TTA Monitor v.2 User Manual TERRATEL

Figure 25. Tab — "Status"

S
ﬁ i
System Status

El interface status : _ D channel status : DOWN

Legend

Idle . Active . Active . Block Busy . Sync Signal Test notused

Channel map

0o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

rem: [l

SIF:

Call statistic
Good calls: 0 (0%)

Normal calls: 0 (0%)

Fail calls: 0 (0%)

-CH: 0 (0%)

-MFR: 0 (0%)

-IP: 0 (0%)

-DEC: 0 (0%)

-OVF: 0 (0%)

6.3. TTA-08

[i] This section provides a brief description of the TTA-08 device tabs. For
details, refer to the appropriate device documentation.

To configure the device, use the "Monitoring", "Settings" or WEB-interface
tabs. To go to the WEB-interface of the selected device, use the go button -

8

6.3.1. Monitoring

Using the "Monitoring" tab (Figure 26) you can monitor in real time the current
state of all sensors connected to the device and configure the parameters of the
connected sensors, namely:
- indicate the name and set the loop type (Type):
e [nactive;
e Security;
e Firefighter;
e Flooding;
e Custom.
- enable / disable (Off / On) a survey of the selected device loop;
- check the box to send a sound alert to an external sound alarm source
(Sound);
- configure the threshold values (Lower / Upper threshold) of the external
sensor of temperature, humidity, DC voltage meter;
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- activate/deactivate the use of sensors for the presence of alternating voltage
220V (Inactive/Active).

Figure 26. Tab — "Monitoring"

Point_3\TTA-08
ﬁ EMDnitoring | H]LLStat\Etics | '@'Seﬂ;ings |

Stub

Name: State: Type: Sound:

wreio 1 O o | [san ) O

wreit 2 e (or] (rrergrer |

LW neiic 3 [ On ] [Floodmg '] ]

Wneiich 4 Inactive on

%, °C, V

Lower threshold Current value ~ Upper threshold

External temperature, °C -15 = _ 51

Humidity sensor, % 20 | O s

Battery voltage, V 0,00 = 0 16,00

Input monitoring 220V

Hame: State: Control:

Aatumk 2208 #0 Inactive [[ﬂactlve v]

[Oatuuk 2208 #1 Inactive [[ﬂacﬁ\,e v]
[ Save ] [ Reset ]

[i] Off — is used to temporarily disable the selected device loop. When the
loop is disconnected, the recorded event on the loop is not considered a
"trouble".

6.3.2. Statistics

Use the "Statistics" tab to get statistics on device operation (Figure 27).

The “Statistics” tab displays the statuses of the device's software services and
protocols, displays statistical information about the status of loops and connected
sensors, information about the device's power supply.

In addition, this tab displays the data of the internal clock of the device and provides
an opportunity to synchronize with the clock of the user's personal computer. To
synchronize the time, use the "Synchronize" button.

If necessary, it is possible to reset the statistics using the "Reset" button.
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Figure 27. Tab — "Statistics"

ﬁ Point_2\Etalon 5.100 Lo B
[ Monitoring | H. Statistics | 48k Settings
Time Power
Total working time: 03:22:18
Main power supply: On
Time on device: 04:19:52 (22.03.1970) Synchronize
) Battery: not connected (14.7 V)
Time on the computer:  15:24:34 (10.03.2021)
Statistics
Stub #1 Accidents - 0 Damages - 0 Humidity sensor: Low - 0 Mormal -1 High-0  Input 220V #1: On-1 Off-0
Stub #2  Accidents - 0 Damages - 0 Temperature sensor: Low -0 Wormal-1 High-0  Input 220V #2: On-0 Off-0
Stub #3 Accdents - 0 Damages - 0 Battery voltage: Low - 0 Mormal - 1 High- 0
Stub #4  Accidents - 0 Damages - 0
Services
Monitor status (Ethernet):  Stopped Status SMTP: Stopped
Manitor status (GPRS): Not supported Status SPI: device is ready
Status SNMP: In progress: OK - 8, Errors - 0
Reset

6.3.3. Settings

The "Settings" tab (Figure 28) is used to configure the device parameters.
On the tab that opens, you can change the following parameters:

- Device Name - a string identifier (16 characters) that can indicate location or
any other information that helps personnel identify the device.

- Authentication - changing the username and password for accessing the
WEB-interface of the device. Distinguish between an administrator and a
common user.

- Network - configuration of parameters of work in the Ethernet network.

- Protocols and Services - the ability to control the operation of protocols and
services, as well as configure the parameters of the involved software
modules:

e Registration on the Monitor server using an Ethernet network.
Registration of the device via Ethernet on a personal computer (server)
with installed software "TTA Monitor" for monitoring the status.

e Registration on the Monitor server using GPRS communication.
Registration of the device via GPRS on a personal computer (server) with
installed software "TTA Monitor" for monitoring the status (GSM module is
required).

e Support for SNMP queries and issuing traps. Creation and sending (SNMP-
trap) signals about the occurrence of critical events to the specified IP
address.
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e Support for SNMP (email notification) using Ethernet network. Sending
alarm notifications to specified e-mail addresses using SMTP protocol.

e Support for Telnet data translation — RS232. Allows you to convert
asynchronous serial RS-232 signals to Ethernet network interface signals.
This provides secure access through a network connection to serial
devices.

e Support SMS notifications. Sending a message to the specified phone
number about a critical event on the selected loop or sensor (GSM module
is required).

To save the changes made, click the "Save" button. To restore the "factory" values
of the parameters, use the "Reset" button.

Figure 28. Tab — "Settings"

- s
ﬁ Point_2\Etalon 5.100
| B Monitoring | I Statistics | 4} Settings |

General Settings
Device name:  Etalon 5.100
Serial number: 00:NO;_ :IN:FO:00 Software version: _NOT_RECEIVED_
Network Authentication
1P address: 192.168.5.100 Admin login: admin
Network mask: 255.255.0.0
Admin password: seess
Default gateway address: 192.168.5.1
User login: user
DNS server address: 192.168.5.1
User password:  eees
DHCP O
Protocols and Services
[”] Registration on the Monitor server using an Ethernet network ... | [C] Support for SMTP (email notification) using Ethernet network
[7] Registration on the Monitor server using GPRS communication | ... | [[] Support for Telnet data translation - RS232
Save
Support for SHMP queries and issuing traps [z] [Z] Support SMS notifications
Reset

7. External 3G / 4G USB modem

An external USB modem operating in 3G and 4G LTE networks can be used as an
additional means of informing about the onset of "emergency" events, changes in
the states of a device or loops.

m Before using this functionality, the 3G / 4G USB modem is pre-configured
in the Windows / Linux environment. In the context of this document,
connection, modem configuration is not considered.

During the operation of the TTA Monitor software using an external 3G / 4G USB
modem, when an "emergency" event occurs, when the states of the device or loops

change, an SMS message of a certain format can be sent to the specified phone
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numbers, a pre-recorded voice message can be sounded or sent E-mail message to
the specified e-mail address.

To configure the parameters of the software using an external modem or send E-
mail messages, use the "Notification" form (Figure 29). To open the form, use the
"Notification" menu bar item.

[i] Sending E-mail messages works without using a 3G / 4G USB modem.

To configure the parameters, select the connected and configured modem from the
drop-down list. After selecting the modem, the phone number of the SIM-card of
the current mobile operator installed in the modem and the IMEI of the modem wiill
be displayed.

Further, the number (or numbers) of the phone is indicated to which notifications of
fixed "emergency" events will be sent. To send E-mail messages, you must enable
sending E-mail (the "Send Email" option), configure the sending parameters and
specify the address of the recipient of E-mail messages.

With the help of ticks "SMS" and / or "Call" (in the group "Phone Numbers"
settings), specify which type of notification will be sent to a specified number.
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Figure 29. Form "Notification"

B Notification Alarm = B Notification Alarm o
ﬁ Modems | Email Modems | Email
Interfaces
Send Email
Select modem: [I'Io modems ']

SMTP-server:
Phone number: "+380971234567"

IMET: 356342043928387 Server port:

Phone numbers Username:
SMS call

Password:
Phone number 1 +380671234567 ]

Fhone number 2 | +380661234567] | ] Recipient to:
Phone number 3 B B
Email SMS call Email sMs  Call
Stub #1 ] O
E1 port error [ ] Stub #2 B B
D channel error (] =] Stub #3 = =
Stub #4 O ]
Ethernet error 0 [}
Humidity sensor a a
Connection lost 0 a External temperature sensor ] [}
Battery voltage sensor ] a
Input 220V #1 ] ]
Input 220V #2 [} 0
Lost connection ] O

Also, using the checkboxes "Email", "SMS" and / or "Call" (on the tabs of parameters
for various types of devices "Digital VolP Gateway" / "SFP VolP Converter", "TTA-
08") events are selected, when notifications are sent to the selected number
(numbers) or the specified recipient's E-mail.

To save the changes made and close the "Modem operation" form, use the "Save"
button. To close the form without saving changes, use the Cancel button or the
standard window close button (Figure 29).

To activate sending notifications via an external modem, use the "Connect" button.

In working state, the taskbar button "Notification" takes the following

form - L& . If the connection to the modem is not established, or sending
E-mail is not used - the appearance of the button will remain unchanged -

and the mailing does not happen.
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SMS and E-mail text messages.

When an "emergency" event occurs, a change in the states of a device or loops, a
message is generated in "Latin". The generated message has a specific format:

ALARM [device name] [event], where
[device name] — the name of the device on which the "emergency" event or
change in the state of the device occurred, relative to the "tree" of devices;

[event] — event name for information.

Sound file.

For voice information to the specified phone numbers in the event of an
"emergency" event or a change in the state of the device, it is necessary to use a
specially recorded sound file.

The sound file used contains a number of requirements:
- File format: Wave (PCM);
- File quality: 8000 Hz, 16-bit, Mono;
- Duration: po 30 sec.;
- File name: tel_out.wav.

Created a sound file to be placed in the same directory as the executable
file is located to start the software "TTA Monitor" - TTA Monitor 2.exe

8. History and logging

Section «History and Log» software designed for viewing and further analysis of the
recorded events during the controlled devices.

The view form is called through the menu bar with the "History and Log" button.

After clicking on the button, two tabs "History" and "Log" become available, using
which you can select the information saved in the database that meets certain
search parameters or see a list of all saved events.

"History" tab consists of two areas (Figure 30):
- Filter setting items («1»);
- Data display area («2»).

To view all saved events is enough to choose the time interval "Date from" and
"Date to" and press button "Find".
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The found entries will be displayed in the display area.

History & | Log ]

Figure 30. Tab - "History"

Device: [an

~ | Date from: 22.03.2021 0:00:00 ~ to: 22.03.2021 23:59:00

Event: All

D

-

ERTET

<22.03.2021 us..

<£22.03.2021 09:06:17>
«€22.03.2021 09:06:17>
<£22.03.2021 09:06:17>
<£22.03.2021 09:06:17>
«€22.03.2021 09:06:17>
<£22.03.2021 09:33:55>

Point_2\Etalon 5.100 - Connection to device lost
Point_4\TTA-08 device - Connection to device lost
Point_3\TTA-08 miii - Connection to device lost
Point_1\VoIP - Connection to device lost

Device_1 - Connection to device lost
Point_2\Etalon 5.100 - Device connection restored

9

<22.03.2021 09:33:55>

<£22.03.2021 09:38:54>
<£22.03.2021 09:38:55>
=22.03.2021 09:38:55>
<£22.03.2021 09:46:39>

Point_2\Etalon 5.100 - Stub 3 (Etalon 5.100) is in an inactive state

- (1 TA-D8 miii -

roint_3\TTA-08 miii

Point_3\TTA-08 mii

e , = in the norma. .

- Stub 2 (11/4-u8 Miii) is in a state of "flooding
Point_3\TTA-08 miii -

Stub 3 (TTA-08 wiii) is in an inactive state

- The humidity sensor is in the normal state
Point_2\Etalon 5.100 - Alarm operation of the sensor 220V input #1

Lt

]

To search the saved data in the context of monitored devices and events, use the

drop-down lists "Device" and "Event".

After selecting the search parameters and specifying the time interval, click the
"Find" button (Figure 31).

Figure 31. Tab - "History" - Using Search Options

- History B | Log [1]

=
“
U Device: [Etalon 5.100 '] Date from: 22.03.2021 0:00:00 * to: 22.03.2021 23:59:00 -

«22.03.2021 09:33:55>
€22.03.2021 09:33:56>
«22.03.2021 09:33:56>

Point_2\Etalon 5.100
Point_2\Etalon 5.100
Point_2\Etalon 5.100
Point_2\Etalon 5.100

- Stub 3 (Etalon 5.100) is in an inactive state
- Stub 0 (Etalon 5.100) is in an inactive state
- Stub 1 (Etalon 5.100) is in the normal state

To clear the display area, use the "Clear" button.

The "Log" tab (Figure 32) displays all saved events on all monitored devices from the
moment the software was started or from the moment the logged events display
area was cleared. To clear the display area, use the "Clear" button.
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Figure 32. Tab - "Log"
—

‘(@ <22.03.2021 02:06:17>=  Point_2\Etalon 5.100 - Connection to device lost
<22.03.2021 02:06:17=  Point_4\TTA-08 device - Connection to device lost
<22.03.2021 02:06:17>=  Point_3\TTA-08 miii - Connection to device lost
<22.03.2021 02:06:17>=  Point_1\VoIP - Connection to device lost
«22.03.2021 09:06:17>  Device_1 - Connection to device lost
«22.03.2021 09:33:55>=  Point_2\Etalon 5.100 - Device connection restored
«22.03.2021 09:33:55>  Point_2\Etalo) 00 - Stub 3 () is in an inactiv: te

e M b2 0 M e -

€22.03.2021 us..

«22.03.2021 09:38:53>
«22.03.2021 09:38:54>
«22.03.2021 09:38:54>
«22.03.2021 09:38:54>
«22.03.2021 09:38:55>
«22.03.2021 09:38:55>
«22.03.2021 09:46:39>

1 TA-08 Mili - . _as0r is in the .
roint_3\TTA-08 miil - Inactive sensor 220V input #1
Point_3\TTA-08 wiii - Stub 0 (Lneiid 1) is in the normal state
Point_3\TTA-08 miii - Stub 1 (Lneiid 2) is in the normal state
Point_3\TTA-08 miii - Stub 2 (llneiid 3) is in a state of "flooding”
Point_3\TTA-08 wiii - Stub 3 (LLneiid 4) is in an inactive state
Point_3\TTA-08 miii - The humidity sensor is in the normal state
Point_2\Etalon 5.100 - Alarm operation of the sensor 220V input #1

Clear

9. Settings

To open the "Settings" form, use the corresponding button on the menu bar.

The form consists of two tabs: "Main" and "Database".

Using the parameters of the "Main" tab (Figure 33) you can:
change the font size and the size of the icons of the "TTA Monitor"

(i)

program;

change the language of the application interface;
configure the polling interval of devices depending on the type or use
one interval for all types of devices.

Changes the user interface language will take effect after a reboot «TTA
Monitor» software.
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Figure 33. Form "Settings" - tab "Main"

- 1
[E] Settings @
i Main Database
Device Tree & Forms
Font Size 10 = Icon Size 28 %28 ~
Language
Current language: English ']
Interval
[T For all types of devices Seconds: 1 |3
Digital VoIP Gateway Seconds: 1 |3
TTA-08 Seconds: 1 |5
SFP VoIP Converter Seconds: 1 =
0K ] ’ Cancel

Using the parameters of the "Database" tab (Figure 34) you can:
- clear the database of obsolete data (Clean);
- configure directories for backing up the database file (Back Up To);
- create a copy of the database in "manual" mode (Manual Copy);
- configure automatic creation of a database copy on a schedule (Scheduler);
- configure automatic history cleaning (Automatically cleaning history);
- enable / disable automatic deletion of the old copy of the database when
creating a new copy.
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Figure 34. Form "Settings" - tab "Database"

' ™
- Settings ﬂ
=
Database
Database file: database.db3
Back up to:
D:\TTA Monitor 2
'
Manual copy database_descr_dd_MM_yy__hh_mm_ss.bxt
Description:
Scheduler
Automatically create a copy
Period: Everyday - Time: 17:05:00 2
[7] Automatically cleaning history
’DIder than 1 year ']
[T Automatically remave the copy
[ OK ] ’ Cancel

To clean the database from obsolete data, use the "Clean" button (Figure 34).

Figure 35. Database cleaning

~ ™y
= Clean database M
=a
Delete to
0:00:00 =
L Anpenn, 2020 >

Bc Mu Br Cp Yr 0Or
14 20 30 31 1 2 3
15 5 6 7o 10
16 12 13 14 15 16 17
17 19 20 21 22 23 24
18 26 27 28 29 30 1
9 3 4 5 6 7 8

[ OK ] [ Cancel

On the presented form (Figure 35) you must select the date and specify the time.
Click the "OK" button to delete the entries. To close the form without clearing the
database, use the "Cancel" button or the standard window close button.
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When clearing the database, all previously saved records are deleted up
to the selected date and time.

When deleting a device or a group of devices using the button on the
menu bar “Remove device or object”, all records associated with the
deleted device will be deleted from the database.

Several directories can be used to save a database backup. A list of configured
directories is displayed in the "Back up to" settings area.

To add a directory use the "Add ..." button and to delete an unused directory - select
it and press the "Delete" button.

[i] Note! There must be at least one directory for backing up the database file.

To "manually" create a database copy, in the "Description" field, specify a short
description for the created copy and click the "Create" button. In the configured
directories, copies of the database will be created with the date of creation and a
text file with a description.

On the same tab, you can configure the automatic creation of database copies.
Select the "Automatically create a copy" checkbox to enable automatic creation of

database copies. Select the creation period - "Everyday", "By days", "Once a month"
and specify the time of the database copy creation.

m For automatic deletion of previous copies of the database, set the
"Automatically remove the copy" checkbox. In this case, when creating a
new copy of the database, the previous copy is deleted.

Note. Copies of the database with descriptions created in "manual" mode
are not automatically deleted!

You can also configure automatic cleaning of the database file from obsolete
records.

Check the box to enable automatic cleaning of the database - "Automatically
cleaning history". And select from the list, older than what period to clear the data -
"Older than 1 week", "Older than 1 month", "Older than 3 month", "Older than 6
month" and «Older than 1 year".
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To save the changed parameters on the "Settings" form, click the "OK" button. To

close the window without saving - use the "Cancel" button or the standard window
close button.

10. About the program

The «About» menu bar item displays information about the current software
version and product support (Figure 36).

Figure 36. About TTA Monitor

= About TTA Monitor e ]

TTA Monitor Program ver. 2.1.5
Copyrigh (C) 2020 Terratel LLC
Support:

E-mail: support@terratel.eu
www: http:/fterratel.eu
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11. Contact Information

For technical support regarding the operation of equipment and software, please
contact TERRATEL:

== Ukraine:

TERRATEL lic

st. Chernovola, 23
Khmelnitsky, 29000, Ukraine

\" Phone/Fax: +380382 652333

@ E-mail: support@terratel.eu

e Skype: terratel.support
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12. Change history

Table 5. Version control

Date Version Description of Changes

05.03.2021 1. First edition
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